AstraZeneca

NOJINTUKA OO0 «<ACTPASEHEKA ®APMACBLIOTUKAII3»
B OBJIACTU OBPABOTKN N OBECINEYEHUA BE3OIMNACHOCTH
NMEPCOHAJIbHbIX OAHHbIX



1. OBLUME NONOXEHUA

1.1. C uenbio nogaepxaHus 4enoBon penyTtaumm n obecneyeHns BbiNOSTHEHUS
HopM dhepepanbHoro 3akoHogatensctBa OOO «AcTtpa3eHeka dPapmacbloTUKanay»
(nanee — KomnaHus) cumtaeT BaxHeWwen 3agadven obecnedyeHne NErMTUMHOCTU
06paboTkn n 6e3onacHOCTM NepcoHanbHbIX AaHHbIX CyObekToB B GM3Hec-npoueccax
KomnaHum.

1.2. Ana peweHns pgaHHon 3apayvM B KomnaHun BBefeHa, (PyHKUMOHMpPYET W
NPOXOaUT MNEPUOAMYECKMIA MNepecMOoTp (KOHTPOMb) cUCTeMa 3aluMTbl MEPCOHarnbHbIX
AAHHBbIX.

1.3. O6paboTka nepcoHanbHbIX AaHHbIX B KOMnaHun OCHOBaHa Ha crnegyroLmnx
NpUHUMNax:

— 3aKOHHOCTU uUenen Kn cnocoboB 0OpabOTKM MEepCOHanNbHbLIX AaHHbIX W
A06pOCOBECTHOCTY;

— COOTBETCTBUA Lenen obpaboTkMm nepcoHanbHbIX OaHHbIX LensM, 3apaHee
onpeaeneHHbiM U 3asiBfeHHbIM Mpu  cbope nepcoHarnbHbIX AaHHbIX, a Takke
nonHomounam Komnanuu;

— COOTBETCTBUSA 06beMaA 1 xapakTepa obpabaTbiBaeMbiX NePCOHarbHbIX AAHHbIX,
crnoco6oB 06paboTKN NepCOHarbHbIX AaHHbIX LienisiM 06paboTkn nepcoHanbHbIX AaHHbIX;

— [OCTOBEPHOCTM NEPCOHArbHbIX AAHHbIX, X aKTyanbHOCTM 1 JOCTATOYHOCTH 4N
uenen obpaboTkn, HegonNycTMMocTM 06paboTkM M3OLITOYHBIX MO OTHOLLUEHUIO K LIensam
cbopa nepcoHanbHbIX OaHHbIX;

— NErMTUMHOCTU  OPraHU3aUMOHHbIX U  TEeXHUYEeCKUX Mep Mo obecnevyeHuto
6€e30MacHOCTM NePCOHaNbHbIX AAHHbIX;

— HENPEepPbIBHOCTM MOBbLILLEHUSA YPOBHA 3HaHWI paboTHmnkoB KomnaHum B cdepe
obecnevyeHns 6€30nacHOCTU NepPCoHarnbHbIX AaHHbLIX NPU X 0bpaboTKe;

— CTPEMIIEHUSI K TMOCTOSIHHOMY COBEPLUEHCTBOBAHMIO  CUCTEMbl  3aLUUTDI

nepcoHarbHbIX AaHHbIX.

2. UEJIN OBPABOTKU NEPCOHAJIbHbBIX OAHHbIX

2.1. B cootseTtcTtBUM C npuHUMnamm 06p860TKVI nepcoHarnbHblIX OaHHbIX, B

KomnaHuu onpegeneHbl coctas v Luenn obpaboTku:



— paccMOTpeHue pestome U Nnoadbop KaHAMOATOB Ha BakaHTHbIE AOSMKHOCTM ANS
panbHenwero Tpyaoyctponctea B OO0 «Actpa3eHeka PapmacbloTvkansay;

— 3aKknYeHne, COMpPOBOXAEHME, U3MEHEHWe, pacTopXXeHWe O0roBopoB (B T.M.
TPYOoOBbIX);

— nucnonHeHme o64a3atenbCcTB, NPeayCMOTPEHHbIX FOKanbHbIMKU HOPMAaTUBHBLIMU
akTamu n gorosopamu (B TOM 4nicrne TpyaoBbIMU JOTOBOPaMM U KOHTPOSb UCMNOSTHEHUSA
ycnyr, npefoCcTaBnsieMbIX KagpOBbIM areHTCTBOM);

— cogencTtamne paboTHMKamMm B 06y4EHUN N KapbEPHOM POCTE;

— MUrpaLMOoHHas nogaepxka TpyaoyCTPOMCTBA MHOCTPAHHBIX rpaXKaaH;

— coaencTBmne B NONyYEHUM coumanbHbIX NbroT U KOMMNEHCaUW;

— HageneHne pabOTHMKOB MOSIHOMOYMSIMA MO 3aKIKYEHU0 COENOK U
coBepLueHunto UHbIX gencteum oT umeHn OO0 «AcTpa3eHeka PapmMmacbloTUKanN3y»;

— UCNOJSTHEHNE obs3aTenbCTB, NpPenyCMOTPEHHbIX deaepanbHbIM
3aKOHOOATENbCTBOM M MHBIMW HOPMATMBHbLIMW MPAaBOBbIMM akTamun (B TOM 4ucne B
obnacTun oxpaHbl TpyAa, NPOMbILLIIEHHOM 6E€30MaCHOCTUN U OXpaHbl OKpYXKatoLLen cpeabl);

— npegocTaBneHne paboTHMKaM crnyxebHbIx aBToMobunen;

— cogencTBne B OpraHMsauum noes3gok Ha Meponpuatus (B TOM  4ducne
3apybexHbie);

— NpOBEAEHNE TPEHMHIOB U 0By4EHNN;

— NpoBeAeHNe BHYTPEHHMX MPOBEPOK U CNyXebHbIX paccrneaoBaHui;

— OCYLLECTBNEHNE AENOBbIX KOHTAKTOB;

— 3aKkn4YeHne, CONPOBOXAEHME, UIBMEHEHME, PAaCTOPXXEHME LOrOBOPOB;

— Ha4ncneHme Bo3HarpaXxaeHui No 4oroBopam;

— NpoABWMXeHne ToBapoB KoMnaHuM Ha pbiHKe;

— OpraHusauus NpoBefeHns MeaNLMHCKNX NCCrneaoBaHuim;

— npuem 1 obpaboTka peknamauunin Ha nekapcTBEHHbIE npenapaTthbl U COObLLEHMI
0 HexenaTtenbHbIX ABNEHUN;

— peanusauuu nporpamMmm NOAAEPXKKN NaLMEHTOB;

— nNpueM, paccMOTpeHMe W npenocTaBfieHMe OTBETOB Ha  3anpochbl Mo

MeONLMHCKON MHdopMaLmn.



3. NIPABUITA OBPABOTKU NEPCOHAJIbHbIX OAHHbIX

3.1. B KomnaHuu ocyuwectBngetca obpaboTka TOMbKO Tex nepcoHasbHbIX
AaHHbIX, KOTOpble NpeacTaBfieHbl B yTBEPXAEHHOM [lepeyHe nepcoHarbHbIX AaHHbIX,
o6pabatbiBaembix B OO0 «AcTpa3eHeka ®apmacbioTUKansa».

3.2.B Komnanun ocywectBnsetrca obpaboTka cregylowmx —KaTeropwi
Cy6beKTOB NepcoHasnbHbIX AaHHbIX:

— KaHOn4aTbl HA BakaHTHbIE AOMKHOCTMU;

— paboTHukn OO0 «AcTtpal3eHeka PapmacblOTMKaN3y;

— poactBeHHukn paboTHnkoB OO0 «AcTpal3eHeka PapmacbloTKanay;

— NpeacTaBuUTENN  LOPUAMYECKUX 1L - KOHTPAreHToB U MNOTEHUManbHbIX
kKoHTpareHToB OO0 «AcTpa3eHeka PapmMacbioTUKan3y;

— onanyeckme nuua, okasbiBaroLme ycrnyrin no 4oroBopy BO3Me3QHOr0 okasaHust
ycnyr (B TOM 4Mcne noteHumanbHble UCNOSTHUTENM NO 4OroBOpam);

— NpeacTaBuTeNY IOPUANYECKUX NULL — KOHTPAreHToB;

— paboTHUKN 30paBOOXPAHEHNS;

— omsnyeckne nvua - notpebutenu npoaykumm OOO  «Actpa3eHeka
dapmacbloTMkanay», obpawatowmecs B KomnaHuio ana nepegadm uHgopmauumn o
peknamauumn Ha npoaykuuio KomnaxHmu;

— msnyeckne nvua - notpebutenu npoaykumm OOO  «Actpa3eHeka
dapmacbloTMKans».

3.3.B KomnaHun He ponyckaetcsa ob6paboTka crnegywowmx KaTeropum
nepcoHarbHbIX AaHHbIX:

— pacoBasi NPUHAANEXHOCTb;

— NONUTUYECKNE B3rMsaabl;

— comnocodckne ybexaneHus;

— COCTOSIHME MHTUMHOW XXN3HMU;

— HauMoHarnbHasa NpUHaANEeXHOCTb;

— PenurmosHble yoexaeHus.

3.4. B KomnaHum gonyckaeTcsi o6paboTka cBeAEHUIN, KacalLUXCa COCTOSIHUS

340pOBbA, B CliydadXx U B nopAaake, npegycMoTpeHHbIX 3aKOHOOaTeNIbCTBOM.



3.5.KomnaHua B xode cCBOel [OedATeNnbHOCTM MOXeT npefocTaBnaTb
nepcoHanbHble AaHHble CyObekToB TpeTbMM nuuam, B Crydasx W nopsiake,
npeasyCMOTPEHHbIX OroBOpamMu 1 NOMOXEHUSIMN 3aKOHO4aTeNbCTBA.

3.6. B KomnaHuu He obpabaTbiBatoTcs BuoMeTpnieckmne nepcoHarbHble AaHHbIE
(cBepeHusi, KOTOpble  XapakTepusylT  usmnonornyeckme un  buonornyeckue
0COBEHHOCTM YernoBeka, Ha OCHOBaHUM KOTOPbIX MOXHO YCTAaHOBUTb €ro IMYHOCTh).

3.7. B KomnaHuM ocyLlecTBsSeTCA TpaHCrpaHMyHasa nepegada rnepcoHasibHbIX
AaHHbIX (Mepefaya nepcoHasribHbIX OAHHbIX MHOCTPaHHbIM HOPUONYECKMM NMUaM Ha
Tepputoputo Leseumn, Hnaepnavgos, CoeguHeHHoro Koponesctea BenukobputaHum
n CesepHon Upnanguu, CLUA). TpaHcrpaHuyHas nepegada nepcoHasnbHbIX OaHHbIX
OCYLLEeCTBMAETCS C cornacus cybbekta nepcoHanbHbIX JaHHbIX.

3.8. B KomnaHun 3anpeleHo NpUHATUE peLleHUMA OTHOCUTENBbHO CYyOBLEKTOB
nepcoHasnbHbIX [OaHHbIX Ha OCHOBaHMM UCKMIOYUTENBbHO aBTOMAaTU3NPOBaHHOM
06paboTKM UX NepcoHarnbHbIX JaHHbIX.

3.9. B KomnaHmn He ocyulectensetrca obpaboTka AaHHbIX O CyauMMOCTU
CcyOGBLEKTOB.

3.10. KomnaHmss He pasMellaeT MepcoHarnbHble [faHHble cybbekTa B

OGUJ,GLI,OCTyI'IHbIX NCTOYHMKaxX 6e3 ero npegBapuUTeribHOro cornacusa.

4. PEAIIN3OBAHHbBIE TPEBOBAHUA T[MO OBECIMNEYEHUIO
BE3OIMNACHOCTU NEPCOHAJIbHbIX JAHHbIX

4.1. C uenbto obecnevyeHnsa 6e30NacHOCTM MEPCOHANbHbLIX AaHHbIX NPU KX
obpaboTke B KomnaHuu peanusyiotca TpeboBaHua crneayrowmx HOPMaTUBHbIX
AokyMmeHToB P® B obnactn obpaboTkn n obecrneyeHms 6e€30nacHOCTM NepCcoHanbHbIX
AAHHbIX:

— ®epepanbHbIt 3akoH oT 27.07.2006 r. Ne 152-d3 «O nepcoHarnbHbIX AaHHbIXY;

—MNoctaHoBneHue [lpasutensctBa Poccunckon ®epepauyum ot 01.11.2012
Ne1119 «O6 yTBepxaeHun TpebOoBaHWN K 3alimTe MNepCOHalnbHbIX OAHHbIX MpU UX
06paboTke B MHPOPMALIMOHHBLIX CUCTEMAX MNEPCOHANbHbIX AaHHbIXY;

— MNoctaHoBneHue [MpaButensctBa Poccunckon Pepepaumm ot 15.09.2008 .
Ne687 «O6 ytBepxaeHun MonoxeHns o6 ocobeHHOCTAX 06paboTKM nepCcoHanbHbIX

[laHHbIX, OcyLLlecTBNsieMoi 6e3 Ncnonb3oBaHUS cpeacTs aBToMaTU3aLnny;



— basoBaga mopenb yrpo3 6e30MacHOCTM MNEepCOoHanbHbIX OaHHbIX MpU  UX
obpaboTke B WMHMOPMALMOHHBLIX CUCTEMAX MEepPCOHanbHbIX [AaHHbIX (YyTBEpXOeHa
3amectutenem aupektopa PCTIK Poccum 15.02.2008 r.);

— MeToguka onpegeneHns akTyanbHbIX Yrpo3 6e30MacHOCTU NepCOoHarnbHbIX
AaHHBIX Npy nx 0bpaboTke B MHMOPMALMOHHBLIX CUCTEMax MNepCOHanbHbIX OaHHbIX
(yTBepxaeHa 3amectutenem gupekropa ®CTIK Poccun 14.02.2008 r.);

—MNpukasz ®CTIK Poccum ot 18.02.2013 Ne21 «O6 ytBepxaeHun CoctaBa u
cofepXXaHns OpraHM3aLMOHHbIX M TEXHUYECKMX mep no obecneyeHuto BesonacHOCTU
nepcoHanbHbiX AaHHbIX npu  Mx o0bpaboTke B  MHMOPMAUMOHHBIX CUCTEMAaX
nepcoHarnbHbIX AaHHbBIX».

4.2. KomnaHvs npoBOAMT OLEHKY Bpeda, KOTOPbIA MOXeT ObiTb MNpPUYMHEH
cybbektaM nepcoHarnbHbIX [JaHHbIX W onpedensetr  yrpo3bl  ©esonacHocTu
nepcoHanbHbIX AaHHbIX. B COOTBETCTBMM C BbISIBIEHHBIMU aKTyasrlbHbIMU Yrpo3amu
KomnaHua npumeHsieT Heobxoaumble W [OCTaTOYMHblE  OpPraHM3auMoOHHbIE W
TeXHU4Yeckue Mepbl, BKMovawwme B cebs UCNonb3oBaHWE CpPeacTB  3aluTbl
NMHopmauuu, obHapyxeHue hakToB HeCaHKLMOHNPOBAHHOIO AocTyna,
BOCCTAHOBMIEHNE MepcoHanbHbIX [AaHHbIX, YCTaHOBMEeHWe npasBui  AdocTtyna K
nepcoHarnbHbIM AaHHbIM, a TakkKe KOHTPOSb U OUEHKY 3MEKTUBHOCTM NMPUMEHAEMbIX
mep.

4.3. B KoMmnaHum Ha3Ha4vyeHbl nnua, OTBETCTBEHHbIE 3a opraHn3aumio o0bpaboTku
n obecneveHnsa 6e3onacHOCTU NEPCOHarnbHbIX AaHHbIX.

4.4. PykoBogcteo KomnaHum oco3HaeT HeobxoguMMOoCTb M 3avHTEPECOBAHO B
obecneyeHnn OOMKHOro Kak C TOYKN 3peHnsa TpeboBaHM HOPMAaTMBHbBIX LOKYMEHTOB
P®, Tak 1 0BOCHOBAHHOIO C TOYKM 3PEHUS OLIEHKM PUCKOB ANA Gu3sHeca ypoOBHS
6e30nacHOCTM MepcoHanbHbIX AaHHbIX, 0obpabaTbiBaeMbiX B pamKax BbIMNOSHEHUS

OCHOBHOM AedaTtenbHoCcTU KomnaHuu.



